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Threats and complexitiles for
tracking onllne expenses

There 1s a significant gap 1n reliable data on online
campalign expenses, with some data available only for
platforms like Facebook and Instagram, highlighting the
urgent need for systematic and comprehensive monitoring
across all digital platforms.

External companies need to be engaged to collect
detailed data on advertisements ACross diverse
platforms such as YouTube and Google, and political
parties must Dbe required to report their online
campaign materials to ensure transparency and
facilitate comparison.

The use of fake accounts for campaigning and 1nadequate
labeling of political ads exacerbate the challenges 1n
tracking and personalizing political spending online,
demanding robust public reporting mechanisms  for
undeclared campaign activities.

The complexities 1nvolved 1n tracking campalgn expenses
pald from abroad, particularly those originating from



Threats and complexitiles for
tracking onllne expenses

Inadequate 1legal framework for online campaign

finance:
The necessity  to differentilate the campalgn
materials from state institution public
information dissemination (for 1ncumbent running

for an office).

Inadequate proportionality of the sanctions for
campalgn finance violations, especially for the
foreign 1interference violations.

The definition of political ads should be clear,
different actors may define this differently,
including national legislation versus big tech
companlies' definition.

The necessity to define the third ©parties,



Threats and complexitiles for
tracking onllne expenses

There 1s a critical need to distinguilish between
material and non-material expenses, define their
market values, and enhance the transparency
regulations for online platforms to address the
i1ssue of hidden political ads and unreported
spending on online campalgn strategy planning.

The emergence of new social media platforms and
the expanding functionalities of existing ones are
complicating the tracking and regulation of
political campalign spending, which includes
microtargeting and personalization of ads — often
the most costly aspects of onlline campaigning.

Artificial 1intelligence 1s reducing the overall
costs of campaigning; however, 1t simultaneously
presents challenges 1n moniltoring and regulating



Fxisting methodologiles

* Restricting the placement of online campalgn
materials to advertising agencies could aid
political oversight agenciles 1n tracking
expenses more effectively.

* Engaging speclalized agencles to monitor social
media activities will enhance the oversight of
online campaligning.

* Legal regulations should mandate detailed
reporting for online campalgning and assoclated
expenses, requlring the submission of campaign
material copiles and specific 1dentification on
soclal media platforms. Additionally, certailn
types of paid political ads, such as those



Fxisting methodologiles

* Engaging influencers should be recognized and
regulated as third-party campailigning, requlring
balanced regulation to both preserve freedom of
expression and ensure campalgn filnance
transparency.

* There should be a clear definition of political
ads and their targeting to maintain clarity and
compliance.

* Eistablishing international standards for online
campalgning 1s essential, 1ncluding guidelilnes
for placing political ads, targeting
strategies, labeling of political ads, and
mechanisms for their enforcement and



Capacity of the oversight
agenciles

* There 1s a lack of a clear mandate to obtain
information upon request regarding online
campalgn finance materials.

* It 1s essential to trailn staff 1n socilal media
and campaign finance monitoring to ensure they
are equipped with the necessary skills and
knowledge.

e Staff numbers and qualifications must be
sufficient to effectively perform online
campalgn finance monitoring.

* It 1s crucial to clearly define the roles and
responsibilities of political finance oversight
agenciles.

e Spvecilalized software, 1ncludinag AI-based tools



Capacity of the oversight
agenc1es

* Enhance collaboration with civil society and
universities to monitor social media effectively.

* Establish a specialized unit dedicated to social
media monitoring.

* Cooperate with state institutions to ensure proper
labeling of political ads.

* Address the lack of IT capacity within political
finance oversight agencies, marked by low salaries
and a shortage of specialized staff, by
potentially engaging external experts during
campalgn periods.

* As online campaigning 1intensifies, 1t 1s crucial
to bolster the capacity of political finance
oversight agencies.
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Cooperation with
other stakeholders

(ILnter—-agency collaboration, cooperation with the
civil society, big tech companies, private
business, political parties)



Interagency collaboration

* Establish cooperation with prosecutors and other
relevant state agenciles to enhance oversight
capabilities.

* Foster regional collaboration among political finance
oversight agenciles to share best practices and
strengthen regulatory measures.

* Ensure effective political finance oversight by
collaborating with institutions that have mandates over
specific aspects of campailgning.

* Address the ambiguity of the 1legal framework which
often 1leads to unclear mandates and weak oversight;
mapplng out mandates and coordinating efforts can help
prevent overlaps or gaps 1n oversight.

* Fnable the political finance oversight agency to

coordinate with other agencies responsible for
monitoring and overseeing political finance,
facilitating Jjoint work planning. Establlshlng
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Interagency collaboration

* Establish an 1nteragency task force and <clearly
communicate 1ts roles, activities, and the distinct
mandates of 1ts member agencies to the public, setting
appropriate expectations.

* The political finance oversight agency could act as a
guilde for other agencies by providing 1interpretations
of campaign finance regulations.

* Implement a digital mechanism for automatic data
exchange with other state agenciles holding relevant
databases, and establish protocols for data exchange
and usage. APIs can be 1nstrumental 1n facilitating
this exchange, enhancing the efficiency and
effectiveness of political finance monitoring and
oversight.

* Access to data from other state 1nstitutions can
provide evidence for verifying the legality of campaign
finance operations. Regular 1nteractions with these
institutions will aid in understanding the structure of
their data, thereby enabling 1ts effective utilization.



Collaboration with civil
soclety, medla and the private
secltor

* Establish cooperation with Journalists by providing them
with training and essential information to help track online
campalgns effectively.

* Develop partnerships with civil soclety organizations,
offering regular +training on regulations and holding
frequent meetings to ensure they are well-informed and
engaged.

e Utilize results from social media monitoring conducted by
civil soclety as evidence 1n prosecuting campalign filnance
violations.

* Organize meetings with media outlets and agencles to discuss
and clarify regulations concerning campaigning to ensure
wilidespread understanding and compliance.

* Facilitate access to specialized software for soclal media
monitoring through partnerships with international
organizations, enhancing the ability to track and analyze
online campalgn activities.

* Work with banks to obtain information on campalgn expenses,
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Collaboration with online
platforms and social networks

* Establishing cooperation with online platforms and
soclal networks can be crucial for enhancing oversight
and transparency.

* Online platforms and social networks should revise
their policies to increase transparency around
political ads, 1including providing the ID number of
political ads on 1nvoices.

* These platforms may also need to 1mplement stricter
regulations on the foreign sponsorship of political ads
to prevent external 1nfluence.

* All social media platforms should create a political
ads library that 1includes detailed 1nformation on
financial transactions associated with these ads.

e It 1s wvital to understand the policies of online
platforms regarding the provision of 1information to
political finance oversight agencies to ensure requests
are properly made and responses are timely. This 1s
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Collaboration with political
partiles

* Maintain consistent, regular, and transparent
communication between political parties and
political finance oversight agenciles.

* Provide tralining and online weblnars to political
parties on campalgn filnance reporting to ensure
complliance and understanding.

* Organize Q&A sessions with political party
leadership at the start of the campaign period and
hold regular, frequent meetings with party
treasurers to address any concerns and clarify
procedures.

* Facilitate joint meetings between political
parties and civil society to foster collaboration
and transparency.

* Establish a formal protocol of cooperation with
political parties to streamline interactions and



Policy changes or
recommendations

1. Encourage online platforms and social networks to
harmonize the policilies of major tech companies regarding
political ad transparency across different countries,
and to enhance the overall transparency of online
platforms.

2. Foster constructive and open dialogue with online
platforms and soc1ial networks to ensure clear
communication and cooperation.

3. Regulate campalgn expenses 1ncurred outside of the
designated campaign period to malntain falrness and
transparency.

1. Clearly define third-party campalgning, 1ts
parameters, and continue discussions on third-party
reglstration and reporting to ensure accountability.

5. Regulate the activities of advertising agencies to
ensure they comply with campaign finance laws.

6. Increase the capacity of political finance oversight
agen01es and enhance their collaboration with other
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